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ABSTRACT

In recent years, the number of scams related to voice phishing has been on the decline, but the number of messenger
phishing attacks, a new type of crime, is increasing. In this study, by analyzing SNS posts containing messenger phishing
cases, criminal trends of the main methods, imposture of trusted relative and fake payment were identified. Through the
analysis, main words and patterns composing the message and the similarity and continuity of the phone numbers used were
derived as criminal attributes, and criminal organizations were grouped. As the results of the analysis, we propose a
cooperative system to prevent damage from messenger phishing by disseminating the criminal information collected by
investigative agencies to private operators, and a plan to respond to messenger phishing predicted through grouping of
criminal organizations.

Keywords: Messenger Phishing, Voice Phishing, Trusted Relative Scam, Imposture Message
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Fig. 2. Occurrence Trend of Trusted Relative
Imposture
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Fig. 3. Occurrence Trend of Fake Payment
Imposture
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Table 1. Message Received Day of the Week

Trusted Relative Fake Payment
Week
Imposture Imposture

Mon 250 51

Tue 259 81

Wed 243 44

Thu 215 43

Fri 235 39

Sat 179

Sun 66

412 TIAIR] =41 Az

WA AAAE Fig. 4.9 o] 943e]
A7 Fha gl SAEgE e B4R 4

DO

500

==Trusted Relative
Imposture
400 wmFake Payment
Imposture

100

0
Time>1 3 4 5 6 7 8 9 10 111213 1415 16 17 18 19 20 21 22 23

Fig. 4. Message Received Time
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Table 2. Frequently Used Keywords in Trusted
Relative Imposture

No. Keywo | Occur No. Keywo | Occur

rd rences rd rences
1 A} 4,308 11 Sk 906
2 = 3,478 12 A A 785
3 ks 2,996 13 w A A] 655
4 2] 1,429 14 53t 648
5 A 1,376 15 i 621
6 it 1,211 16 b 484
7 A F 1,183 17 AlE] 384
8 CikeR 1,089 18 715 318
9 ads 1,084 19 ] 239
10 ol 963 20 =5 173

ment Imposture

No. Amount Occurrences
1 959,000 29
2 969,000 20
3 464,000 16
4 960,520 12
5 248,700 10
6 1,640,000 8
8 1,680,000 6
9 876,000 6
10 475,000 5
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Fig. 5. Occurrence Trend of Amounts in Fake
Payment Imposture
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Table 6. Frequently Used Keyword Combinatio
n Patterns in Trusted Relative Imposture
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Table 7. Frequently Used Keyword Combination
Patterns by Fake Payment Imposture
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Table 8. Distribution of Sender Numbers in
Different Phone Number Types

Trusted Fake
Type Relative Payment
Imposture Imposture
International
Phone Number 12 233
Mobile
Phone Number 1.218 5
Landline
Phone Number 2 m
Internet
Phone Number ! 38
Representative 1 4
Phone Number
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Table 9. Distribution of Implied Numbers in
Different Phone Number Types

Trusted Fake
Type Relative Payment
Imposture Imposture
International 0 3
Phone Number
Mobile
11
Phone Number 3 0
Landline
21
Phone Number 0 8
Internet
Phone Number 0 122
R -
epresentative 0 17
Phone Number
Private
Phone Number 0 63
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Table 10. Originally Allocated Mobile Phone
Numbers Used for Messenger Phishing per
Carrier

Carrier SKT KT LGT
Number 22 773 396
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Table 11. International Phone Number Operator
Used for Messenger Phishing

Table 12. Usage Period of Messenger Phishing
Numbers

Usage Period Occurrences
One Day 126
One Week 36
One Month 30
3 Months 20
6 Months 1
One Year 3
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Table 13. Similarity of Messenger Phishing
Numbers

. SK LG Korea
Carrier | otk | KT | U+ Cable
Number 118 6 44 1
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. Landline Internet
International
Phone Number Plugize Phae
Number Number
0069198100%*24 029002**5 07078931**7
0069198100**91 029002**8 07078931**6
0069198100**81 029004**8 07078931**8
0069198100**22 029005**2 07078931**1
0069198100**02 029006**1 07078931**4
0069198100**37 029006**3 07078931**6
029007**8 07078931**9
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0064676943**00 029008**6 070789319
006467694302 029008**4 07078931**5
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Table 14. Grouping based on Messenger Phishing Characteristics
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Table 15. Example of Fake Payment Imposture
Messages from the Octopus Group
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